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Product release » SignServer 3.2.1

19 December 2011 - Stockholm, Sweden

The PrimeKey SignServer team is happy to announce that SignServer 3.2.1 has been
released! This is a maintenance release — in total 30 features, options, bugs and
stabilizations have been fixed or added. The most noteworthy changes can be seen below.

Development continues beyond this version and all requests from the community [1] are
scheduled for SignServer 3.2.2 or later releases.

More information is available at the project web site [2] and the complete changelog can be
viewed in the issue tracker [3].

SignServer 3.2.1 Release Notes »
® Major new features and improvements:
» Improved servlet error handling.
Deploy documentation with application.
Improved API for archiving.

Support for signing PDFs with document restrictions.
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Support for: PDF permissions enforcement; modification of PDF permissions;
setting PDF permission passwords.
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Refuse to certify PDFs already certified and refuse to sign when signing is not
allowed.

® Bug fixes:

» Remote EJB worker interface could not be used with ECC with explicit
parameters.

Warnings printed on STDERR.

Web service interface did not log XFORWARDEDFOR headers.
Typo in sample configuration for PDFSigner.

Setting healthcheck properties had no effect.

CRL download should close streams correctly and allow for caching.

Supplied username and password ignored in SigningAndValidationWS.
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Unit tests failed in certain situations.
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> Ant target for testing individual tests did not work.
> Switching application server type did not update jndi.properties.

> JavaDoc failed to build.

[1 http://www.primekey.se/Community/
[2] http://www.signserver.org
[3] http://jira.primekey.se/browse/DSS

For more information, please contact:

Tomas Gustavsson, CTO, PrimeKey Solutions AB, tel: +46 707 42 10 96, e-mail:
tomas@primekey.se

PrimeKey Solutions AB

PrimeKey is the world's leading open source PKI (public key infrastructure) company,
founder and commercial force behind some of the most downloaded open source PKI
projects - EJBCA and SignServer.

As an open source security software pioneer, PrimeKey provides enterprise class solutions
to key public and commercial sector clients worldwide. Organizations turn to PrimeKey's
open source software platforms to implement security solutions ( e-passports, product
authenticity, document signing, digital signatures, unified digital identities etc.) and their
associated high speed and high availability validation.

PrimeKey's enterprise class integration, training and support services and dedication to open
standards, help customers achieve their organizational goals. www.primekey.se

The SignServer project

SignServer is a server-side framework that operates on behalf of business applications. It is
designed to perform automated signatures and other cryptographic operations on digital
documents. The server uses plug-ins for standard and customer specific applications and
can be clustered for high availability.

SignServer is intended for use in environments where local key protection is insufficient or
local signature operations are less suitable. There are standard modules for signing of time
stamps (RFC 3161 compliant) and documents (PDF, ePassport, XML, ODF and OOXML)
and for validation of already signed documents. www.signserver.org
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